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Product Specifications

Management Features

* Role-based Access Control (RBAC)
e Per User
* Per Switch
e Per VLAN
e Per Client
¢ Per Client Category
e Per Device Type
e Per Time
* Per Location

Object based configuration management

* Define roles, domains, authentication sources, switches and
WLANSs,and connection profiles easily

Automated checkup and fix permissions tasks
Accounting based on several criteria

Node, switch groups, user, role, OS, source, realm, SSID, profile,
and domain

Violations, failures, successes, registration type, and state

Guest, BYOD, and IoT Management

e Customizable Captive Web Portal

Wireless ISP Roaming (WISPR), Eduroam,
and Hotspot 2.0

* Supports billable hotspots
« Billing and service tiers

* Payment processing through Paypal, Mirapay, Authorize.net,
Stripe

* Guest Access Self Registration
* With or without credentials
¢ Self-registration with Social login
» User device registration
* Employee sponsorship
* Email Validation
* SMS Validation
* Password-of-the-day
*"Device profile” or “device fingerprint” based onboarding

Authentication

* EAP Protocols

* EAP-FAST, EAP-PEAP, EAP-TTLS, EAP-TLS, PAP, CHAP,
MSCHAPV1 and 2, EAP-MD5

e 802.1X Support

RADIUS to AD/LDAP server support for 802.1X
authentication

802.1X (PEAP) or Certificate (TLS) BYOD automated
onboarding

User Authentication Portal (AD/LDAP)

PKI with EAP EAP-TLS, EAP-TTLS, EAP-LEAP, EAP-
PEAPVO,EAP-PEAPV1, EAP-MSCHAPV2

e Authentication Types
* LDAP
e Microsoft Active Directory

¢ Novell eDirectory
e OpenLDAP
« Any LDAP-compliant services

Authentication (cont.)

« Authentication Types (cont.)
* RADIUS
» Cisco ACS
* RADIUS (FreeRADIUS, Radiator, etc.)
* Microsoft NPS
* Any RADIUS-compliant services
e Local user file (Apache httpasswd format)
* OAuth2
* Facebook
*« Google
* GitHub
e LinkedIn
* Microsoft Live
e Twitter
* SAML

Additional built-in SQL DB for User store for deployments
without LDAP

Secure Provisioning

* Android
* Windows
* APIs for all Apple devices

Network Access Control

Realtime security policy assessment (posture assessment) and
notification for multiple OS

Gradual Deployment
¢ Pre-registration
* Per location/switch/port deployments
¢ Automated Device Registration
¢ By network device
By device fingerprinting
By MAC address vendor

Integrates with third party solutions to extend device
registration capabilities

Snort, Nessus, OpenVAS, Browser User-Agent and more

VLAN isolation and quarantining (See supported switches
below)

» Netflow / IPFIX

¢ Bandwidth accounting

e Floating device support
¢ Switches and APs

Profiling

e Functionality
» Profiling of devices / loT device recognition
¢ Group based policies for network devices
« Device visibility and identification
* Device Fingerprinting
* World’s largest device fingerprinting database
* DHCP v4 & v6
* User Agent
« MAC address Patterns
* QUI
* TCP fingerprints
« Behavioral analysis
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Integration Capability with Complementary
Security Infrastructure

ExtremeCloud A3 optionally integrates with these 3rd party IT
security solutions:

e Intrusion Detection (IDS):
OPSWAT Meta defender
Snort

Suricata

Fortigate
e TrendMicro

Vulnerability / Posture Assessment
* Nessus
* OpenVAS
*« Windows Management Interface
* TNC Statement of Health protocol
Endpoint Security
« OPSWAT Meta defender Agent
* Symantec SEPM
« Sentinel One
¢ Mobile Device Management (MDM)
* Mobile Iron
« JAMF
» AirWatch
* Microsoft Intune
* IBM
» Firewalls

* Barracuda
¢ Checkpoint
» Cisco ISE-PIC
e Fortinet
¢ Fortigate
e iBoss
e JuniperSRX
« PaloAlto Networks
« Watchguard
* JSONRPC
¢ LightSpeedRocket
* SmoothWall
* Microsoft PKI
¢ Simple Certificate Exchange Protocol (SCEP)
* Network Device Enrollment Service (NDES)

Deployment Flexibility

* Simplified Deployment

¢ Out of band deployment

¢ Hybrid out of band
e High Availability

» Active/Active Clustering

¢ Supports deployments of millions of devices
e Supported deployment models:

« VMWare Virtual Appliance

¢ Hyper-V Virtual Appliance

Deployment Flexibility (cont.)

e Supports WLAN Infrastructure from the following vendors:

« Aerohive, Aruba Networks, AnyFi, Avaya, BelAir, Brocade,
Cisco, D-Link, Dell, Extreme Networks, Enterasys, Extracom,
Hewlett-Packard, Huawei, Juniper, Meraki, Meru Networks,
MicroTik, Mojo Networks, Motorola/Zebra, Ruckus Wireless,
and Xirrus Networks

e Supports network switches from all leading vendors:

« Aerohive, Alcatel-Lucent, Avaya, Brocade, Cisco, Dell, D-Link,
Enterasys, Hewlett-Packard, Huawei, Juniper, Linksys, Ubiquiti,

¢ Support for Fabric Attach with EXOS switches
¢ Extreme VOSS, Extreme Universal hardware and more

¢ VolIP support, also in heterogenous environments, for multiple
switch vendors

* Extreme Networks, Avaya, Cisco, Hewlett-Packard and more

Hardware Requirements

« Virtual Appliance Support

* Deployed as VA
« VMWare ESXi 4.0 and above
* Hyper-V Server 2021

¢ Minimum System requirements

¢ Intel or AMD CPU 3 GHz

* 16 GB of RAM

* 250 GB of disk space (RAID-1 recommended)
* 1 network card (2 recommended)

* High Performance Active Clustering

Minimum recommended cluster is 3 hosts for high availability,
load balancing and failover

Significantly increases capacity and throughput

Enables sharing of device licenses across different customer

sites.

SSO from XIQ

Improved Layer 3 Replication

*« VOSS

e MAC Authentication 802.1X NSI assignment to Fabric
Connect Reauthentication (CoA) Location based rules

ExtremeCloud Compliance (XCC)

* MAC Authentication 802.1X Mac Authentication +
Captive Portal Redirection 802.1X + Captive Portal
Redirection,Location based rules (based on SSID)

« EXOS MAC Authentication

¢ 802.1X Mac Authentication + Captive Portal Redirection,
802.1X + Captive Portal Redirection, Vlan Assignment,

Policy Assignment, NSI assignment through Fabric Attach,
Re-authentication (CoA), Location based rules

Contact your ExtremeCloud A3 partner or representative for
configuration assistance.
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Ordering Information

Model Number

XIQ-NAC-S-1K-EW
XIQ-NAC-S-10K-EW
XIQ-NAC-S-100K-EW
XIQ-NAC-S-1K-PWP
XIQ-NAC-S-10K-PWP
XIQ-NAC-S-100K-PWP

Model Description

NAC Subscription Enterprise Licenses

ExtremeCloud IQ NAC SaaS Subscription and ExtremeWorks SaaS Support for 1K end-systems (1 year)
ExtremeCloud IQ NAC Saa$S Subscription and ExtremeWorks SaaS Support for 10K end-systems (1 year)
ExtremeCloud IQ NAC Saa$S Subscription and ExtremeWorks SaaS Support for 100K end-systems (1 year)
ExtremeCloud IQ NAC Saa$S Subscription and PartnerWorks Plus SaaS Support for 1K end-systems (1 year)
ExtremeCloud IQ NAC Saa$S Subscription and PartnerWorks Plus SaaS Support for 10K end-systems (1 year)

ExtremeCloud IQ NAC SaaS Subscription and PartnerWorks Plus SaaS Support for 100K end-systems (1 year)
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