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Take Extreme's Zero
Touch, Zero Trust Fabric
to Branches at the Edge

Many organizations face challenges to scaling their networks
rapidly and securely. Extreme Fabric to the Edge

enables automated and secure solutions to undertake
operational excellence and digital transformation initiatives
with confidence.
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How Does a Fabric Help Organizations Now?

=mem Many organizationsare struggling to scale their networks securely

Organizations are struggling with risk
and complexity

Complexity might take the form of an increasingly
distributed workforce, an unprecedented rate of change,
rapidly rising network and security requirements, and the
need to control costs, or all of the above, and all at the
same time. The right fabric can greatly simplify operations
and reduce risk with a range of networking and security
services.

However, most fabrics provide their capabilitieslocally, to
a campus or a data center, rather than holistically across
the network. This limits their scalability and utility. Unlike
campus-only fabrics, the Extreme Fabriccan extend
services across data centers,campuses, and branches at
the edge of the network in a simple, secure, and efficient
way.

26%

struggle with
implementing security
within the network

In research conducted by the Enterprise Strategy Group,
IT leaders said they were struggling with cost control,
security, provisioning, and network performance challenges.
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2 What is Extreme's Approach to Fabric?

=  Aytomated, secure, and standards-based

The inflexibility of legacy networks and the long wait times for manual network adds and changes
have made it challengingfor IT teams to keep pace with the current rate of business and technology
change. Extreme Networks helps organizations simplify operations and reducerisk with and approach to
Fabric based on industry-standard IP and Ethernet technologies.
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Based on open industry standards, Extreme
Fabric Connect reduces the cost, risk, and
complexity of LAN networking and security

As organizations undertake network and business change,
manual per-device and per-site changes slow things down.
The automation and built-in security of Fabric Connect
enable quick delivery of new sites and services in support of
business goals.

/Fabric




Fabric Connect helps secure the network

Cybersecurityrisks are increasing as attackers become more
agile and more aggressive. Attacks can be catastrophic. Fabric
Connect helps network and security operations teams reduce
the risk and damage of attacks by reducing the attack surface
and the ability of threatsto move across an unsegmented
network behind the security perimeter.

Secure virtual services and segments




Extreme Fabric Attach makes it simple to connect
Extreme Wi-Fi Access Points, non-Extreme devices,
and roaming wireless users

Wireless connectivity is the cornerstone of many modern
networks, enabling a wide variety of business processes, from
inventory control to hot-desking.




Why Extend Fabric to Branches?

mmmmm [abric can reduce risk and simplify operations everywhere

Extend all the cost and operational benefits of
Extreme Fabric Connect to branch locations
over low-cost internet access transport

Data Center

Unified: Extend Fabric services over even the largest of
networks and enable centralized configuration of
Ethernet switches, wireless access points, SD-WAN

appliances, and more. Extreme

Fabric

Automated: Orchestrate wired, wireless, and SD-WAN
from the cloud, enabling automated delivery of the best
application performance for the lowest cost, even for
remote branch users.

Secure: Fabric hypersegmentation provides secure
connectivity and simplifies compliance at branches. It
also reducestherisk of lateral threat movement as
employeesreturn to branch and campus networks with
potentially infected laptops and other devices used in
insecure home networks.
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Branch connectivity for many organizations is
more complex and expensivethan it should be

Networks are often built up over time, with a mix of technologies
and approaches to connectivity. Eventually, this makes network
adds and changes at local branches costly and time consuming.
Fabric Extend over ExtremeCloud SD-WAN reduces that cost and
complexity at the branch by extending fabric over low-cost, flexible
internet access transport.

Unreliable VPN

Branch Data Center

Expensive MPLS

. Extreme
Fabric
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Fabricto the Edge via SD-WAN provides organizations
with cost-effective, granular control over their networks

Fewer and fewer applications runin the data center, and the
public internet connectivity now provides more than good
enough connectivity for most applications.

Branch

~ Extreme
Fabric

SD-WAN Appliances ﬂ IPsec Encrypted Tunnels Universal Switches (=) Universal APs




Control WAN cost, improve operational efficiency,
and reduce unplanned downtime with Extreme
Fabric over ExtremeCloud SD-WAN

Fabric to the Edge via SD-WAN provides organizations with
granular control over their network in ways that enable
operational efficiency and productivity as well as services
availability and resilience.
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mmmmmm  Fabric traffic over SD-WAN via IPsec encrypted tunnels
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4. How Does Fabric over SD-WAN Work?

=== [Fabric over ExtremeCloud SD-WAN provides a flexible, cost-effective solution

The Fabric traffic is routed much like other packets

ExtremeCloud SD-WAN receives traffic from a Fabric switch. The
SD-WAN appliance routes Fabric traffic to its destination, applying
its advanced application performance management. Dynamic

g

WAN selection as well as application and session-specific
performance control ensure QoE. SD-WAN and Fabric peering is
also visible in the SD-WAN orchestrator.

IPsec encrypted tunnels transport traffic securely overthe internet.
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To support links with a small maximum transmission unit, larger
TCP and UDP packets are fragmented when needed (via MSS
clamping and IP payload fragmentation, respectively). When
packets arrive at the remote site, the SD-WAN appliance inspects
the packet headers and hand-off traffic toa Fabric switch. A central Branch 1 Branch 2
Fabric runs over Fabric runs over

firewall can route authorized egress traffic, enabling consistent private WAN, while SD-WAN and public
policy and reducing the need for and cost of branch firewalls. ~ SD-WAN provides internet entirely Fabric-enabled campus
internet-based back- or data center
up
— Fabric over SD-WAN via ngric over Metro . Irjternet access SD—WAN Fak_)ric
IPsec encrypted tunnels Fiber via VXLAN via firewall Appliance Switch © EXTREME NETWORKS, INC. ALL RIGHTS RESERVED. 13
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