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Improve Resilience,
Security, and Application
Performance with SD-WAN

More than ever, organizations need to make the best use

of all their resources. Unreliable networks, cyber threats, and
inconsistent application performance put productivity and cost
control at risk. Learn how ExtremeCloud™ SD-WAN can help.
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'I The Costs of Lost Productivity

- AScCcompetitive pressures increase, organizationsneed to reduce risk

The costs of lost productivity are higher than ever

0)
The faster the current business and technology landscapes evolve, 8 O /O
the more organizations need to make the best use of all their available e
. . . of organizations have
resources. Applications are moving out of the data center to SaaS and sperisnesd cowmime i the
laaS, as organizations move to digital channels and bandwidth- last 3 years, according to the

intense communication, collaboration, and productivity tools. Uptime Institute."

Whetherit is a choppy video call, a down switch, or a successful
ransomware attack, unavailable, unreliable, or underperforming
network services and applications are a source of cost and risk.

With the right SD-WAN solution, organizations can reduce risk,
complexity, and cost while improving network reliability, delivering
consistent, exceptional application performance, and reducing WAN
security and internet access risk.

1. Uptime Institute. 2022. 2022 Outage Analysis Report.

2. Baym N Bergmann, R, Coleman A Fernandez R. R, Rintel, S, Sellen, A, Smlth T.2021. Collaboratlon and Meetings” In
0Q NQ Q , edited by Jaime Teevan,

Brent Hecht and Sonia Jaffe 1st ed Microsoft.
3. Check Point Research. 2022. Behi
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https://uptimeinstitute.com/data-center-outages-are-common-costly-and-preventable
https://aka.ms/newfutureofwork
https://research.checkpoint.com/2022/behind-the-curtains-of-the-ransomware-economy-the-victims-and-the-cybercriminals/
https://bernardmarr.com/the-top-4-internet-of-things-trends-in-2023/
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When applications, sites, and network services
are unavailable,unreliable, orunderperforming,
risk and cost rapidly mount

The availability, performance, and security of network services
and applications are increasingly critical to business outcomes.
At the same time, the IT estate is becoming increasingly more
complex as organizations move workloads to the cloud. Adoption
of SaaS and laaS enables digital transformation and many new
opportunities, but it also creates new risks and costs.

Greater complexity in the service delivery chain means more
points of potential bottlenecking, failure,and attack. This
complexity also makes it more difficult than ever for network and
security operations teams to find and fix issues that impact user
experience and network security. High-availability, application
performance visibility and control and security in an SD-WAN
solution simplify operations and reduce risk.

Improve Visibility, Reliability, and Availability

Organizations need enhanced visualizations tools to find and fix complex issues

Isthe user accessing
shadow IT Web apps?

Isthere anissue at the

SaaSor laaS application ———F4—

provider? Is the user's subnet
— 1 authorized to access this
Are services providers application?
experiencing issues?
Are cloud onramps
Do sites and applications working as expected?
have enough bandwidth —— |
allocated to them? Is local breakout enabled
———— ordoes traffic route to a

Are there any hardware centralized firewall?

issues between the user ——}—
and the application?
=
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High availability SD-WAN enables
business continuity

ExtremeCloud SD-WAN provides a secure, resilient,

and high-availability architecture that reduces the risk

and impact of downtime.

Multiple WAN transports for site-to-data center-to-
infrastructure as a service (laaS) connectivity improves
resilience. Advanced application steering directs
application session traffic over the most suitable links,
improving both site resilience and performance.

Policy-driven SaaS and laaS secure breakout at
branches reduces potential points of latency or failure
in network backhaul restricting access to shadow IT.
Broad and deep performance visualization of sites,
links, and application performance accelerates
troubleshooting and analysis.

Extreme’s Next-Business Day Advanced Hardware
Replacement (NBDAHR) program provides continuity
while its high-availability SD-WAN options provide
redundant appliances for sub-second fail-over and
uninterrupted continuity, even during power outages.

% ExtremeCloud” SD-WAN
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Notifications, alerts, and other tools surface the right insight to the right
members of the team to expedite evidence-based decisions.
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3 Enable Productivity

Organizations need exceptional application performance and user experiences

Employee productivity and user experience
are critical to business outcomes

As organizations rely more and more on real-time, Top Business Criticality
bandwidth-intense productivity, communication, and
collaboration tools, users need consistent, high-quality
application experiencesto achieve results. And as well
as human-inducted traffic, up to 43 billion things will be

connectedin 2023, and loT is only growing.* Medium Business Criticality

Legacy WAN infrastructure is not equipped to address
the productivity needs of today's distributed workforces,

0T, or otheremerging business trends.

Organizations need solutions that can provide

application performance visibility from endpoint
devices all the way to the cloud, as well as intelligent
performance control that protects critical applications,
even during periods of network congestion.

Network congestion is inevitable. The right SD-WAN enables IT teams
to protect the QoE of business-critical applications by automatically reallocating
bandwidth from application groups with lower QoS requirements.

) © EXTREME NETWORKS, INC. ALL RIGHTS RESERVED. 7
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https://bernardmarr.com/the-top-4-internet-of-things-trends-in-2023/

Application performance management aligns @ vy Nework | § Applications
performance with business QoE goals selected Fiters: (EEENID @D EEEISSIIINED GREN) Coor A Fiters

m Fri, Aug 1, 2020 | 12:00 to 14:00 C Reset Timeline

ExtremeCloud SD-WAN enables IT teams to deliver the
best user experiences for the lowest cost with
automated performance control and advanced
application performance visibility.

S i Applicati Application Fl
Granular performance visibility into over 5, 000 SNEIVIEW. SaasapPIERHORS.  GRPIEALAT e
application services on a site-by-site basis enables quick A

. . . ‘(D Showing issues in 4 sites X ) EQS I-. _ Group By
understanding of user experience and evidence-based S
deCiS|ons abOUt netWork reﬁnement- Local +3 Local Sites 100 GB Remote All Remote 69 GB Apliance Group All Groups 80 GB
Intelligent application performance control analyzes Topology Classification LAN
network traffic, bandwidth availability, and application Local Remote Thr. (Kb/s)

demand across the WAN, reallocating bandwidth and
optimizing performance as needed to meet performance
goals. Built-in advanced WAN optimization protects
large data flows and deduplicates traffic.

+ Site -WAN... & | Site -WAN.. EQS | Application Group = Application = Traffic Type Criticality = Thr. Good
@© Brookes Clini... =  DC-ADC-A-1-ip il Network Services SNMP Real-time Medium ¢ 8.3
@© Brookes Clini... =  DC-ADC-A-1-ip A Network Services SNMP Non Real-time ~ Medium p 8.3

@© Brookes Clini... DC-A.DC-A-1-ip il Network Services SNMP Real-time Medium 3 8.3

paired With EXtremeCIOUd IQ, EXtremeClOUd SD_WAN @© Brookes Clini... DC-A.DC-A-1-ip il Network Services SNMP Real-time Medium $ 8.3
provides deep application performance visibility across
the LAN, WAN, and into the cloud, which enables faster

identification of root causes and return to service. Advanced application performance visibility provides granular insights into
applications, their QoE, and the key metrics of flows between sites.

Results perpage 10 ~ Showing 1-4 of 4 results
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Cyberattacks are rapidly escalating,
and their toll can be catastrophic

Attacks on corporate networks doubled in 2021
compared with 2020, according to Check Point
Research, with up to 92% of executives reporting
business-impacting cyberattacks or compromises.>

The movement of applications from the data center
and its protections to the cloud expands the attack
surface and exposes users, applications, and datato
new risks. The cost of a successful ransomware
attack can be as high as 9.7% of an organization's
revenue.3

To keep pace, WAN security must become more
comprehensive, more granular,and much simpler,
all at the same time.

Reduce Security Risk

mmmm [lexible, simple, and integrated security solutions are now a necessity
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‘w ExtremeCloud™ SD-WAN Search device, client, application

Robust, layered security reduces risk, cost,
and complexity

@ MyNetwork | 3 Settings

Policy Configuration  Application dictionary =~ Remote Visibity and Control

ExtremeCloud SD-WAN converges networking and
security, reducing complexity for IT teams and
enabling a layered security posture. tame

SD-WAN Default Policy

General /' Edit @ Security 10

Description Warehouses

IPsec tunnelssecure WAN traffic in transit with This policy is used SD-WAN wide .At N
. : L . present only one policy required by ops
encryption while built-in stateful firewalls enables WAN the entire SD-WAN. Description
. . Headquarters
traffic segmentation. NTP Server IP
128.134.10.68 Datacenters

Extreme EdgeSentry, powered by Check Point, protects Advanced Settings Default Zone @
distributed workforces with firewall as a service, secure ) ke
web gateway, antivirus, sandboxing, and more.

Bring your own security capabilitiesenables © Overlays s i
organizations to make the best use of their current Overlay Name Type

security investments. Organizations can direct SD-WAN © orange Hub & Spoke

traffic toleading security web gateways, such as those © Ppurple Hub & Spoke

offered by Palo Alto Networks, Zscaler, or Symantec. © Blue ol Sk

[‘_C] Green Hub & Spoke

Paired with Extreme Fabric, ExtremeCloud SD-WAN
enables hypersegmention of network traffic securely over
low-cost internet access transport from data centersto
branches. Hypersegmentation of network traffic increases : : . .

. - . . Consistent policy for security, overlays, applications, SaaS and laaS access,
attack resistance and limits lateral threat migration. and templated workflows are all simple to set and easy to enforce.

@ Vviewall
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5 Control Network Costs

Are the costs of downtime less than the cost of change?

The true cost and risk of downtime varies by industry and the
organization. Using Ponemon Institute's estimate of $9,000 of cost per
minute of downtime.> even 99.9% uptime could still result in up to $4.7
million of annual downtime costs. Organizations can further refine their
cost forecasts by considering:

* Which teams, processes,and outcomes would be affected if a
particular location or the whole network lost connectivity

* The slow but steady loss of productivity due to inconsistent application
performance and time spent troubleshooting complex QoE issues

* The cost and risk of potential cyber attacks due to gaps in WAN and
internet access security.

5, 7. McKinsey & Company. 2016.The Upside to Downtime.
6. Check Point Research.2023. 2023 Security Report.

8. Uptime Institute. 2022. 2022 Outage Analysis Report.

9. Ponemon Institute. 2016. Cost of Data Center Qutages.

SD-WAN is a worthwhile investment for any organization concerned about downtime

POk

It costs organizations on
average about $9,000 per
minute of downtime,
according to the Poneman
Institute.®
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https://www.mckinsey.com/capabilities/operations/our-insights/the-upside-of-downtime
https://pages.checkpoint.com/cyber-security-report-2023.html
https://uptimeinstitute.com/data-center-outages-are-common-costly-and-preventable
https://www.ponemon.org/research/ponemon-library/security/2016-cost-of-data-center-outages.html

Reducing downtime costs is only a start = evemecow sowan (S
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ExtremeCloud SD-WAN's advanced application

q . . : Throughput per Application Gro
performance reporting enables evidence-based financial B i e
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decisions about links, sites, applications, and more. 100 Gbis
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Inclusive, 100% OPEX SD-WAN subscriptions provide Soomers
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initiatives. Flexible speed tiers and subscription terms o e e . R
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included further reduce purchase risk.
Application Groups
ExtremeCloud IQ enables evidence-based decisions
Intranet A 772 MailCollabor

about the organization’s network, customers, sites, A 1341265
services, applications, and processes. Paired with other

ThinClient NetworkSe.. 8.7 App3Group

Extreme solutions, Extreme Fabric enable organizations

to understand, orchestrate, and manage Wi-Fi access
points, Ethernet switches,and more.

Internet Connectivity

BackOffice .67 BussinessApp 7.67 Services

ExtremelLocation enables organizations to act on
contextual business and network insights in side-by-side

dashboards ato improve operational efficiency and Application performance reporting provides the evidence-based insights
organizations need to make the best financial and technical decisions.
outcomes across the board.
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